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Seventh Semester B.E. Degree Exap,rinddon, Feb. lMlar.2A22
Gryptograhhy
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Time: 3 hrs. +,"1 .,.* -@4ax. Marks: 100

#d.
Note: Answer any FIVEfull questiortrp chffsing ONEfult questiorSffim each modale.
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Wh,W- .- $"".,*&..s+qW" &flfggglSal .',-;,'I a. Draw the simplified model q$,ffiffietric encryption and eXppin it (06Marks)

b. With a neat schematic, exph*ffie DES encqrption aporithrn (10 Marks)

c. Encrypt he plaintext "EFm*qfflONICS" using a ptqffi{g cipher with a key "INDIA".
.=i',= .*J ,. l^*'* (04 Marks)

b. With a neat schematic, exphffie DES enc4rption

.:i::::i- ,f .r'".'-.''E"r $ '-..-.-n

ii) B's public^k$ iii) Shared secret key. (10 Marks)

[q 41
K = I _ _ | and decrypt the sarne. (10 Marks)

Ls -7.1 \b- Distingti'rh-between: -ffi,*+=. i,r=,"o-

D '+;-,, niusio1and Diffusionffirers
ii) Block cipher-and stream^iip$ers. d-;6m s* (06 Marks)

c. Explain Caesar cipher with*an%xample. .. 'ffi -W ,"ry (04 Marks)
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a. With a neat diagranlexf'Iain the six ingrdiefft3 of a public-kffiryptography. (06 Marks)

b. Explain RSA ffi.riThm operation in;dffiit. Perform pffirllption of plain text and

decryption of.erffTrffitext using'RSA Strgor{ithm for P = 3, fry 1, e = 7 andM = 5. (10 Marks)

c. Explain the E@aral cryptosysteffi :q 
\ 

- (04 Marks)::-"-
**J*+ * ,"% '{Ms*"' $.*p OR fl#:"** 1# F"-w^1s

a. With{elBvant diagram, explaih..a*uthentication ancls6crecy in public-key cryptosystem.
(06 n:f 

..-." _-": .,1 " (06 Marks)

b. _F*ptain Diffre-He11mAng*$$ exchange;a.1g.h,r,*hm. Apply Diffre-Hellman key exchange

.5,:dfuorithm for q = 7#, dts%rimitive rootffi7. A's private key is 5, B's private key is 12.

..,t*,1'' oR"* d,,

2 a. Encrypt the pla-ihtextri'CRYPTOGRAPHY',:;,alsing HILL CIPHER technique with key matrix

r d-qffib. qwp 
"s

riremeitftffiust a public-keqctyptosystems fulfill to be a secure algorithm?
3:1;; r*f, (04 Marks)
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5a.Withan.ui[ag,um,explainpouri,ffiityandpub1ic-keycertificatestechniquesfor

the distribution of public"(QyS (08 Marks)

b. Apply Elliptic curve arit$metic on the elliptic curve E23 (1, 1), P = (3, 10) and Q : (9,7),
Find: i) P+Q ii) 2P. (06 Marks)

c. Explain ECC Diffle-Hellman key exchange, elliptic curve encrption and decryption
Drocess. ,IT !!w 1
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(06 Marks)
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b.
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(07 Marks)
(08 Marks)
(05 Marks)

(08 Marks)
(08 Marks)
(04 Marks)

7a.
b.

With a neat diagram, explain the general
With relevant diagranl explain the
PGP protocol.
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8 a. Explain Kerberos version an*ffipflge exchanges.

b. With relevant diagranl exp$ry;$re DKIM functional florp
c. Describe the various heg$r$rfftds defined in MIMEdk

q swq *'ei,l**J&e "..J r '.-

g a. Draw a diagram ffistrate IP security sceqriwnd also explain benefits of lPsec.

d%. *s \
b. Discuss tt. ppffi format of an Encaffig Security Payload (ESP) packet.

c. List the fuWibffint features of IKE KEY f9h&rmination algorithm.

+.*g ji
dbf X.509 certificate.w***:,. (10 Marks)

iality and authenticffiffiervices provided by
n (10 Marks)
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a. Dra@ explain the IP trafficffipssing model for inffid and outbound packets
('' *L,,u 

-.=. i+T'

b. With relevant diagrarq describb IKE header and paylo"8d format.

L. .L/r4YY'U4$g VAPr4ur lllW u lasruw,wlslfieJJru6 ruvsvr
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," ,,., (10 Marks)
D. With relevant diagrarq describb IKE header and paytotrd format. . -- "". (10 Marks)a 
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